
Figure 3: VPN Gateway Selection

to the dryout-router, which in turn will send the routes on to the CE
to trigger the change in preference2. For example for the network
in Figure 2, and assuming that is to be dried out, the IRSCP
will add the special community value to routes it receives from all
other PEs before sending it to .

The same approach can be utilized in the peering scenario, al-
though using the BGP MED attribute is generally a simpler ap-
proach. Naturally, this approach requires a peering arrangement
where the peers agree to honor MEDs. Using MEDs, the IRSCP
advertises selective routes with lower MEDs to the PEs where it
wants to move the traffic to. Alternatively, the IRSCP can adver-
tise routes with higher MED values via the dryout PE, leaving it up
to the peer network to decide where the traffic will be moved to.
As before, however, such a coarse grained approach might end up
overloading peering links. Note that in the deployment scenario de-
scribed in this paper, the IRSCP can only modify MEDs for iBGP
routes. Such an iBGP speaking IRSCP will likely not fully dry out
a peering router as some locally learned eBGP routes will not be
affected. However, significant benefit is still provided to routes that
do pass through the IRSCP, most notably, routes of customers and
data centers in the provider network.

4.3 VPN Gateway Selection
Figure 3 shows a simple example of a typical MPLS VPN sce-

nario. The example shows a single VPN consisting of five different
sites ( ). Connectivity between the sites are provided by the
MPLS provider network. We show a possible internal topology for
the provider network in the figure.

In our example we assume that sites and have gateways that
collectively provide Internet connectivity for the VPN, and that the
VPN customer wants to load balance traffic across the two gate-
ways. The provider network has no knowledge of these customer
goals and simply route traffic across the backbone network accord-
ing to default shortest path behavior. Assuming that all IGP link
weights are the same, this means that in our example traffic from

will exit the network at via and traffic
from will exit at via . For traffic from

two equal cost paths exist, namely via and to
exit at , or via and to exit at . Ac-
cording to normal BGP tie-breaking rules (and assuming that the
router-ID of is smaller than that of ), the path via
will be selected and the traffic will exit the network at .
In this simple example, this would be a fine choice if the traffic
from sites and roughly equal that from site . If that is not the
case, which happens very frequently in practice, the Internet traffic
will be unbalanced across the gateways.

The PE-CE eBGP session has to be configured to allow community values to be
passed through.

Figure 4: Network Aware Load-balancing
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Figure 5: Traffic ratio: Least-loaded to most loaded link

The IRSCP solution to this problem is to allow the customer to
dictate the egress selection for traffic from different sites, thus al-
lowing the default behavior to be overridden if required. Again
the IRSCP can achieve this by increasing the preference (e.g., by
assigning a higher local preference value) of VPN routes received
from when the routes are sent to . Conventional solu-
tions to this problem involve the creation of appropriate policies
on the PEs themselves. For example, in our example a policy can
be installed on such that routes from is preferred over
those from . The key differentiator of the IRSCP approach is
that it is fairly simple to put these controls directly in the hands of
customers through an appropriate interface, e.g., a Web portal, to
the IRSCP.

4.4 Network Aware Load-balancing
In Figure 4 we show the setting for a similar problem in the In-

ternet environment. Again the problem stems from the coupling
between BGP and IGP in the BGP decision process. For example,
let’s assume that a significant portion of the traffic destined to the
data center (or customer network) is entering the IRSCP-enabled
network from AS 1. Assuming that all IGP links weights are the
same, both and will prefer to reach the data center using
the routes advertised by . will use the router-IDs of
and to break the tie and might therefore also select to use the
path through (if the router ID of is smaller than that of

). Either way the net result is that the link between and
CE will carry most of the traffic while the link between and
CE will be mostly idle.

This is a common problem for providers and customers alike.
For example, Figure 5 shows a CDF of the traffic ratio between the
most loaded link and the least loaded link for each multi-homed
customer in a large ISP over a typical day. The top curve (“current”)
presents the actual ratios observed on that day based on sampled
Netflow records collected across the ISP network. For 71.8% of
the customers, this ratio is zero, showing complete imbalance with
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