
all st: State, st2: State, ev: EVpacket |

transition[st, ev, st2] and

ev.dltyp = C_0x1001 and

(st.uctc = ^(st.uctc)) implies

st2.uctc =

^(st.uctc + (ev.dlsrc -> ev.locsw))

Figure 6: Example Alloy property: “For all states (st) with
ucTC transitively closed, the program only transitions to states
(st2) with a transitively closed extension of ucTC by the arriving
probe packet (ev)’s src/dst”. Recall that the source switch ID
is in the packet’s dlSrc field. The ^ operator denotes transitive
closure in Alloy. We chose C_ to prefix constant identifiers.

Property Time(ms) B
NIB

Reachability computed correctly (4sw) 40
Reachability (with bug) 35
Spanning tree never has cycles 58 3
Timer correctly updates persistent tables 23 3
Correctly capture host location changes 65 3

Stolen Laptop
Only police can un-flag a laptop 4 3

Learning Switch
 1 port learned per host per switch 14 3
Only switch failure can restart flooding 14 3

Table 3: Example properties with time to verify or find a
counterexample. The B column shows whether sufficient bounds
could be established, as described in Section 5. Alloy 4.2/3.1
GHz Core i5/8 GB RAM.

ing probe packet. That is, we were missing this rule:
1 ON packet_in(p) WHERE p.dlTyp = 0x1001
2 AND dstSw = p.locSw AND srcSw = p.dlSrc:
3 INSERT (sw1, sw2) INTO ucTC
4 WHERE ucTC(sw1, srcSw)
5 AND ucTC(dstSw, sw2);

This rule is necessary due to the subtle nature of com-
puting reachability from each probe in succession, rather
than having access to the entire table and applying recur-
sion. Alloy was able to demonstrate this bug on a network
of only four switches.

Using this method, we have successfully verified prop-
erties of (or found bugs in) multiple Flowlog programs
including the NIB, the stolen laptop alert program, and a
MAC learning switch. Table 3 lists several along with the
time they took to verify: well under a second.

Completeness Alloy performs bounded verification: it
requires a size bound for each type, which it uses to
limit the search for a counterexample. For instance, for
our NIB verification we might instruct Alloy to search
up to four switches (irrespective of the wiring between
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Figure 7: Flowlog’s workflow for responding to events. The
boxed portion of the diagram appeared as Figure 1.

them), three distinct MAC addresses, etc. Because of
its bounded nature, Alloy is not in general complete: it
will fail to find counterexamples larger than the given
bound. Since individual properties are a result of purpose-
specific program goals, properties and their associated
bounds must be entered manually.

Fortunately, for many common types of analyses, we
can exploit prior work [23] to compute (small) size
bounds that are sufficient to find a counterexample, should
one exist. All but one of the properties we verified is
amenable to this technique; the exception is reachability,
because the technique does not support transitive-closure
(Table 3). Yet broad experience with Alloy indicates that
many bugs can be found with fairly small bounds (e.g.,
four switches for our transitive-closure bug). Moreover,
bounds on other objects (e.g., non-switches) can still be
produced for all the inductive properties that we tested.

6 Implementation and Performance

The current Flowlog implementation uses OpenFlow
1.0 [20] and Frenetic [5] for packet-handling, Thrift RPC
(thrift.apache.org) for orchestrating events and re-
mote state, and the XSB [28] Prolog engine for evaluation.
Flowlog is implemented in OCaml.

Figure 7 sketches the controller’s workflow. When an
event arrives (1) the controller converts it into a tuple
and places it in the appropriate input table via XSB’s
assert command (2). Then, for each outgoing and state-
modification table, the controller queries XSB to obtain a
set of outgoing tuples (3) which are converted to events
(4). Then each state-modification tuple is asserted or
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