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Figure 2: ORCHESTRA stages for importing updates to a peer.

consisting of two aspects: transforming or mapping the up-
dates using schema mappings, while recording the mapping
steps as data provenance [6, 9]; then, filtering trusted vs. un-
trusted updates based on their provenance, according to local
trust policies. Now, any modifications made by local users
are additionally considered, forming a set of candidate up-
dates. These candidate updates may be grouped into trans-
actions, and they may have data dependencies. The recon-
ciliation process (Section 5) arbitrates among the possible
updates and determines a consistent set to apply to the peer’s
database instance.
Querying across Peers (Section 6). ORCHESTRA’s pri-
mary data sharing mechanisms are oriented around local data
instances, and the user of any peer’s database may never need
to directly interact with ORCHESTRA. However, in some
cases we would like to query across different peers, perhaps
in different sub-fields. A scientist or other user in a CDSS
may not know which peers are most relevant, nor how to
write queries in SQL. ORCHESTRA’s query system, Q [40],
provides a facility through which non-expert users can au-
thor queries (or, more specifically, query templates that gen-
erate Web forms) over the relations on any peers in the sys-
tem. Q is initially given a keyword query, which it attempts
to match against schema elements. From the matching, it
constructs a ranked list of potential conjunctive queries that
meet the user’s information need, executes the top queries,
and returns answers. The user may provide feedback on the
answers, which are used to re-rank the queries and generate
new, more relevant results.
3 ARCHIVING UPDATES PERSISTENTLY

The act of publishing updates to ORCHESTRA is intended
to maintain a permanent record of a peer’s changes to the
data, which is accessible to all users even if future changes
are made. In some sense this resembles a version control
system, except that each peer’s updates occur over a different
schema and they must later be merged by each individual
peer as it refreshes its data instance during update exchange.

The initial step in publishing a peer’s updates is to ex-
tract a log of changes from the peer’s DBMS. Here ORCHES-
TRA uses a DBMS-specific wrapper that may use one of sev-
eral different techniques. In many higher-end DBMSs, the
wrapper hooks into the queuing system used for distributed
replication; this avoids costly data analysis or transaction log
crawling. If the DBMS does not support such capabilities,
we can compare old and new data snapshots, or in some
cases crawl the transaction log (when enough semantic in-
formation is preserved).

Once obtained, updates are published to a fully decen-

tralized, peer-to-peer update store — a persistent, highly
available storage subsystem, which allows updates to be
grouped into transactions, and which records data dependen-
cies among transactions. Transactions are logically globally
timestamped according to when they are published. In [41]
we describe how a distributed hash table [39] is used to par-
tition and replicate data across all of the currently-available
participants. The advantages of this architecture are that (1)
no dedicated machine is required, (2) no administration is re-
quired, and (3) most importantly, as machines in the CDSS
setting are replaced or upgraded, data will automatically mi-
grate to these machines.
4 TRANSFORMING UPDATES

The update store is responsible for making data available
to other peers; however, in the common case, these updates
will not be in the same schema, using the same identifiers.
Moreover, not every peer will consider every update to be
of equal authority or quality. The update exchange oper-
ation involves translating updates across schema mappings
(and possibly identifiers); tracking provenance of those up-
dates; and filtering according to trust policies. Moreover,
the peer’s users may override data imported by update ex-
change, through local curation (updates). Finally, the set of
imported and local updates may not in fact be mutually com-
patible; thus, update exchange is followed by reconciliation
(Section 5).
4.1 Basic Update Exchange

Logically, the process of translating updates in ORCHES-
TRA is a generalization of data exchange [16]. If we take the
data locally inserted by each peer to be the source data in the
system, then (in the absence of deletions or trust conditions)
ORCHESTRA computes at every peer a database instance that
is a canonical universal solution [16]. The canonical uni-
versal solution is a materialized data instance from which
all of the certain answers [24] to a query can be computed
— the user will get back a set of query answers following
the semantics used in over a decade of virtual data integra-
tion research, and matching the results returned by peer data
management systems [25] with the same mappings.

Of course, there are many additional subtleties introduced
by deletions, the computation of provenance, and trust con-
ditions. We provide a brief overview of the update exchange
process here, and refer the reader to [19] for full details.
Schema mappings. ORCHESTRA uses tuple generating
dependencies (tgds) to express schema mappings as con-
straints between data instances. Tgds are a popular means
of specifying constraints and mappings [13, 16] in data shar-
ing, and can also be viewed as global-local-as-view or GLAV
mappings [24], which in turn generalize the earlier global-
as-view and local-as-view mapping formulations [35]. A tgd
is a logical assertion of the form:

8x̄, ȳ (f(x̄, ȳ)!9z̄ y(x̄, z̄))

where the left hand side (LHS) of the implication, f, is a con-
junction of atoms over variables x̄ and ȳ, and the right hand
side (RHS) of the implication, y, is a conjunction of atoms
over variables x̄ and z̄. The tgd expresses a constraint about
the existence of tuples in the instance on the RHS, given a
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