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defines a set of acceptable encryption/authentication 
algorithms that can be used for phase one communication 
within IP-sec. Each instance of phase one parameters contains 
values of various parameters such as the duration after which 
keys for phase-one communication must be renegotiated. An 
analogous explanation holds for the phase two counterpart of 
the transforms and parameters. Depending on the IP-sec phase  
[3] of communication with a remote party, the associated 
instances of transforms and parameters dictate the operation of 
the IPsec protocol engine.  

Each security policy rule is associated with only one 
security class, and each communication tunnel is associated 
with only one security policy rule. However, a security class 
may be associated with more than one security policy. 
Similarly, instances of phase one transforms, phase one 
parameters, phase two transform and phase two parameters can 
be shared across multiple instances of security classes. The 
multiplicity values shown on the various associations have 
been  

Please note that the IPsec object model shown in Figure 6 is 
a simple model intended for illustrative use within this paper, 
and can be mapped to the standard representation used by the 
IETF [11], but does not follow the standard definitions 
verbatim. 

In order to translate the high level policies as expressed in 
Figure 5  to the low level policies as expressed in Figure 6, we 
need to map the definitions of the extranets to a set of secure 
communication tunnels, and then generate the right 
associations between the communication tunnels and the phase 
one and phase two parameters and transforms.  

As in the case of the enterprise SLA, we presume that an 
expert user (e.g. the Chief Security Officer of an enterprise) 
would determine an appropriate definition for a security class. 
As an example, a security class named “secure” might be 
defined as using the IP-sec Authentication header protocol 
without encryption of packets while a security class named 
“ultrasecure” might be defined as using IP-sec Encapsulating 
Security Payload protocol with both authentication and 
encryption. These definitions have to be based on an object 
model as well. This description will essentially map a security 
class to a set of policies used for the low level policy 
definition.  

In order to translate the definition of extranets into secure 
communication tunnels, the policy translation tool creates one 
secure tunnel between each participating extranet client 
application machine and the named participating extranet 
server application machine. It then determines the appropriate 
mode in which the security transformation must take place. If 
the point where IP-sec transformations happen is the same 
machine as the end-points of the communication, one can use 
the transport mode. Otherwise tunnel mode needs to be used.  

Once the set of secure communication tunnels to be 
established has been determined, we can proceed with 
determining the relevant set of tunnels for each 
firewall/machine involved in the extranet.. From the set of 

relevant tunnels at each device, one could determine the right 
set of phase one and phase two tunnel descriptions to be used 
for IP-sec policies that will then be populated into the policy 
repository. The different firewalls involved in the process can 
then reconfigure themselves.  
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